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What is the Maimonides Moot Court
Competition?

The Maimonides Moot Court Competition is the premier program for students to engage with
contemporary ethical questions using Jewish legal wisdom. Our competitions are structured around

a detailed case alongside a sourcebook of traditional and modern Jewish texts. Students construct
arguments from the curated texts to address the questions presented by the case. Cases in recent years
have addressed timely issues including criminal justice, tainted money, and social media.

Maimonides Moot Court Competition is powered by the Hadar Institute, which builds egalitarian Jewish
communities around Torah study, Jewish practice, and the values of kindness and compassion.

What is a Beit Din?

A beit din is a Jewish court of law which makes rulings in accordance with halakhah, or the collective
body of biblical and rabbinical law. The role of the beit din is to apply halakhic precedent to the
particular circumstances of the case to reach a ruling.

In the Maimonides Moot Court Competition, your team represents a beit din and you will be presented
with a specific case. You will study the provided texts in the sourcebook to explore how Jewish tradition
has approached the legal and ethical issues presented by the case. The aim is to articulate a position
rooted in the provided texts—there is no single “correct” answer. The Talmud embraces multiple
perspectives and outcomes, describing the opinions of Beit Hillel and Beit Shammai as “the words of
the living God” (Eruvin 13b)—even when these opinions conflict.

This sourcebook contains texts spanning the full breadth of Jewish
tradition; ancient and medieval texts are juxtaposed with contemporary
perspectives. A strong argument will engage these sources and bring
them into conversation with one another. Likewise it may be
important to explain why certain sources are not applicable or
relevant in your understanding of the case.

There is a hierarchy of sources, with earlier
sources carrying more weight. Sources from
Tanakh, the Written Torah, are the most
authoritative. Typically, later sources
elucidate rather than dispute earlier
resources. The power of later authorities
stems from interpreting and applying
earlier texts, much as your team will be
doing. Collectively, these post-biblical teachings
are known as the Oral Torah.

Maimonides Moot Court Competition | Spring 2024




Introduction

Over 130 years ago, a young lawyer who would later become the first Jewish justice on the U.S.
Supreme Court published an article warning about the dangers that new technologies could pose

to privacy rights. In that influential Harvard Law Review article, Louis Brandeis expressed a fear that
individuals would lose their “right to be let alone” and that “what is whispered in the closet shall be
proclaimed from the house-tops.”* Brandeis would have a tremendous impact on the development of
privacy rights, both in the United States and internationally.

Nowadays, a range of national and international laws intended to protect these rights are on the books.
Yet the digital age has introduced a variety of new challenges to the privacy of individuals. Recent
studies have shown that there is widespread concern about the amount of personal information
collected through our online behavior-such as on social media platforms-as well as a lack of trust

in how that data is stored and used. For example, Pew Research Center has found that “81% of the
[American] public say that the potential risks they face because of data collection by companies
outweigh the benefits.”

Social media networks argue that users are voluntarily using their platforms and consent to their
privacy policies. But privacy advocates are especially concerned with the personal data that these
companies collect from their users. That’s because apps such as Facebook, Instagram, and TikTok tend
to collect a tremendous amount of data from their billions of users,* while maintaining an unreliable
track record of keeping this information safe.* And at a time when social media has become intertwined
with so many aspects of our lives, staying away is not always a realistic option.

This year’s case challenges you to address this concern and explore whether there should be limits

in place regarding the types of data that social media platforms can collect, and for what purposes.
You’ll be introduced to a variety of Jewish legal and ethical principles that have engaged questions
surrounding privacy rights for thousands of years. We invite you to engage in the challenge of applying
these ideas to the complex realities of the 21t century.

Sincerely yours,

Yitzhak Bronstein
Director of Maimonides Moot Court Competition

1 The Right to Privacy. Louis D. Brandeis; Samuel Warren. Harvard Law Review, Vol. 4, No. 5.
“Americans and Privacy.” Pew Research Center. November 15, 2019.

3 TikTok User Data: What Does the App Collect and Why Are U.S. Authorities Concerned? The Wall Street Journal. July 7,
2020

4 “Facebook parent Meta to settle Cambridge Analytica scandal case for $725 million.” Reuters. Dec. 23, 2022
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Case

Che Glendale Times

APRIL 7, 2024

Conflict Brewing Between Social Media App

And Concerned Users

It all began when Alex Cohen noticed
an advertisement on the social media app,
iSocial, for a lightweight sleeping bag. On the
one hand, it was a routine advertisement for
an everyday item, and there wasn’t anything
that distinguished this ad from the countless
advertisements he encountered online every
day. But the timing felt suspicious to him,
since he had sent a private message to a friend
earlier that day about their upcoming camping
trip expressing concern about the weight of
their sleeping bags.

Alex was confident that besides for this
private message, he had never posted on
iSocial or anywhere else about lightweight
sleeping bags. Was it possible that iSocial had
access to the content of his private messages?
If so, what other personal information might
they be collecting about him?

After doing some research into iSocial’s
data collection, Alex came across an
investigative news report that showed how
iSocial could access a tremendous amount
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of its users' personal data. iSocial had access

to every piece of content that users posted

on their profiles, even if they had selected a
“private” profile that could only be viewed

by users that they personally approved.

Even more surprising to Alex, iSocial had
permission to read all of his direct messages,
which were private conversations with other
users of the social network. iSocial also had the
ability to draw keywords from audio notes that
were included in direct messages. This data
was then used to show users targeted ads like
Alex had just seen, in addition to other uses.

Alex looked into ways of changing his
app’s privacy settings to limit the data that
iSocial was collecting, but it turned out that
there was no way to use the app without this
data sharing. Maya Behar, a digital privacy
expert at the University of Glendale, put it as
follows: “There is simply no way to use the app
without being forced to forfeit large amounts
of personal information. All of this data can be
used by iSocial, or sold to third parties without




users having any knowledge or input about
where it ends up”

When Alex reached out to iSocial for
clarification, all he received in reply was a form
letter that linked to their privacy policy. This
seemed to be a dead end— the privacy policy is
a 50-page document written in legalese that is
difficult for experienced lawyers to understand,
let alone a casual user downloading the app on
their smartphone.

Yet buried within the privacy policy,
Alex found paragraphs that give iSocial wide
latitude about collecting and sharing user
data. All of the data that was collected could
be used by iSocial for any purpose whatsoever.
Essentially, anything that a user posted online,
regardless of whether it was a public post or
private message—text or audio message—
could be used or sold by iSocial. In addition,
iSocial had permission to view the precise
location of users anytime that they were using
the app, and in some cases even when they
were not using the app.

While Alex readily admits that he
consented to the privacy policy by checking
the “I accept” option while downloading the
app, he feels that he had been misled into
accepting it: “If the privacy policy had been
written in plain sentences, I would have been
very hesitant to download the app. It would
take an entire day for a typical user to actually
read through the policy, and there’s no way
that is going to happen”

When reached for comment, a
representative of iSocial responded as follows:
“All of our users consent to the privacy policy
before using the app. This ensures that the
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privacy of our users is protected while also
allowing us to make use of data in accordance
with industry standards.”

But Alex and a growing group of privacy
advocates are not concerned with whether
iSocial is meeting an industry standard, but
about the standard itself. Their basic concern
is simple: why should social media apps be
allowed to collect, share, and profit from data
and conversations that were never intended
to be shared publicly? In their view, social
media apps are collecting too much personal
data about them that they have no control
over. They feel strongly that users deserve the
right to set reasonable limits over what these
apps can use and sell. As one privacy advocate
argued: “It’s hard to live today without using
social media, and it would certainly impact
my social and professional life for the worse
if I completely abstained from it. So it’s only
fair that I have some say about how the data is
used”

iSocial has responded to this criticism by
announcing that they are interested in hearing
input about their privacy policy from a diverse
range of stakeholders, including digital privacy
advocates, policy experts, and thought leaders.
“Data collection is an essential element of our
business model, and it enables us to offer our
app to millions of users free of charge. While
we do not feel that we are in any way breaking
the law or violating user privacy, we are always
open to new ideas about how to best meet
the needs of our users” According to iSocial’s
leadership, this process will play out in the
coming weeks and play a significant role in
shaping iSocial’s data strategy moving forward.




The Role of the Beit Din

The Glendale Beit Din is one of the groups that has been invited by iSocial to share feedback about its
privacy policy. They have been asked to offer guidance about a halakhic approach to this situation. In
particular, the beit din has been asked by iSocial whether it is halakhically permitted to:

1. Collect data from posts on users’ profiles, and if it is dependent on whether the profile is listed as
“public” or “private.” A public account can be viewed by anyone, and a private account can only be
viewed by accounts that have been approved by the user.

2. Collect data from the direct messages (private conversations) sent between users.
3. Collect data about the precise location of its users.

4. Share or sell user data that is collected to third party companies.
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UNIT 1

Privacy as a Divine and Human Value

O Hazal
Hazalis an
acronym for
onaat 11'nan
13127, “Our
Sages, may
their memory
be blessed.” The
term generally
refers to the
sages from the
Talmudic period.

O garments
For the Torah's
description of
these bells, see

Shemot 28:33-35.

Hazal® understood privacy not only as human value, but also as something
desired by God. The following midrash, commenting on the bells that the Kohen
Gadol (High Priest) wore on the hem of his garments,” frames privacy in this light.

QURCE #1 [0]

M:X37137X%p"  Vayikra Rabbah 21:8

YNV 13 1WRY 37 WX Rabbi Shimon ben Yohai said: There are four
WITPa 0727 MYAIX  things which the Holy Blessed One hates, and
WX AX KT XT3 T too dislike them . . . [the fourth thing is,] one
m’;‘? DI ..JATIX PX  who enters their house suddenly—there is no
i) TI¥ X)) OKNS  need to say someone who [suddenly] enters
1120 5w i3 7inY their neighbor’s house! . ..

P"?Q M7 731307 *37 When Rabbi Yohanan went to inquire after
377 F"@b\é’ ‘75‘:0'?31? the welfare of [his teacher] Rabbi Hanina,
ow ‘73_7 ,¥a¥an M7 X1 he would knock at the door, due to the verse
yRwd) (% ;M2 Mnw) [regarding the bells of the Kohen Gadol]:
bTP “Its sound shall be heard [when he goes in]”
(Shemot 28:35).

The midrash connects the bells on the Kohen Gadol’s garments to a teaching
about not entering someone’s house abruptly.

» Why is it important not to enter a home—even your own home—suddenly?
Why do you think this teaching is described as something that God “hates?”

» How does this midrash understand the purpose of the bells worn by the Kohen
Gadol?
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https://www.sefaria.org/Yevamot.78b.19?lang=bi&with=all&lang2=en

UNIT 1| Privacy as a Divine and Human Value

© build a window
While the
mishnah's term
literally means
that one may
not "open" a
window, it is
describing a
person creating
an openingin the
wall to function
as a window.

O Bava Batra
The tractate of
Bava Batra deals
with laws related
to property,
inheritance, and
related topics.
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» |s this a value that can be applied more broadly? If so, how would you go about
applying it to other situations?

Il. HEZEK RE’IYAH: PROTECTING PRIVACY IN ONE’S HOME

As we have started to see, there is an emphasis in Rabbinic literature on
safeguarding privacy within the home. The Talmud concretizes this idea and
codifies it in legal terms.

One way our rabbis did so is through the principle of N7 711 (hezek re’iyah,
visual damage), which is all about protecting people from being observable
within their homes. This idea is explored in various contexts throughout
massekhet Bava Batra.” Below, we will examine several of these passages to help
us appreciate the standards of privacy that Hazal established.

First, it’s important to understand that, in the time of the Mishnah, it was common
for multiple houses to be constructed around a shared courtyard. The courtyard
would be jointly owned by the households. The mishnah below will refer to this as
“a courtyard that belongs to partners.”

QURCE #2 [0]

1:3XN3a X33 7MvYn Mishnah Bava Batra 3:7

1’1:11311’)[1 DIX MR Kb A person may not build a window” overlooking

LPOmWT ¥

¥ o7 nae &b
MNS T332 M09 POmYT
M I T3 1om
i nww &5 jop
DY RwY x5 T

e} oois Hax
Mo 133 NNS 0377

2 on T3 1o
513 inix ey jop
DY INIX 7Y 0N

a courtyard that belongs to partners...

A person may not build an entrance opposite
another entrance, or a window opposite
another window, toward a courtyard that
belongs to partners. If there was a small
entrance, they may not enlarge it. If there was

one entrance, they may not fashion it into two.

But one may build an entrance opposite
another entrance or a window opposite another
window toward the public domain. If there was
a small entrance, they may enlarge it. If there

was one entrance, they may fashion it into two.



https://www.sefaria.org/Mishnah_Bava_Batra.3.7

UNIT 1| Privacy as a Divine and Human Value

© someone else » Why do you think the mishnah prohibits constructing a window that enables
Since this type looking into someone else’s house, rather than there being a prohibition

of visual damage ) . s
?
is definitely against looking through the window?

prohibited, and » Why is it permissible to build a window or entrance if it is facing the public
nobody would domain?
even question .

l’;;it:fe;zzin . The Talmud first comments on the opening line of the mishnah, that one cannot

permissible. build a window overlooking a courtyard that belongs to partners.

QURCE #3 0]

:WININ2INXIIH23 MY Talmud Bavli Bava Batra 59b

PO ¥ KK XD Why did the mishnah specity a courtyard
Nb ) 12N 715‘!_'}'? 15’55 belonging to partners? One cannot
build a window overlooking any person’s

courtyard!

XWan N‘? NP XWan N‘? It is not necessary to mention the case
1;’7_'}‘? ‘7;1!5 N‘?’:l an 115‘1_'}'? of a courtyard which fully belongs to
qiD 91D Y XT oMW someone else.” But regarding a courtyard
NI PIIVYN 173 Kp N belonging to partners, [the person
5 MNT il? yRwn Kp q¥na building the window] could say to [the
XP3 M7 X032 KITRT Y other partner]: ultimately, you need to
15’95 X TR WYX conceal yourself from me in the courtyard
T YIDEX XPPI Wy I3 anyways.

Therefore, the mishnab teaches us that
[the partner] may respond: Until now I
needed to conceal myself from you in the
courtyard. Now I will need to conceal

myself from you even within my house.

The Mishnah specified a case where the courtyard belonged to partnersin order
to teach that even in this type of situation, the person is not allowed to build

a window overlooking the courtyard. It is prohibited since it would enable the
owner of the window to look into another person’s home. Just because the
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UNIT 1| Privacy as a Divine and Human Value

o Bilaam

The context

of the Torah's
narrative is as
follows: Balak,
the king of Moav,
dislikes Benei
Yisrael. He sends
messengers to
Bilaam, who

is known for
cursing people,
asking him to
curse Benei
Yisrael. But rather
than cursing
Benei Yisrael, he
offers a blessing.

o Jacob

see Rashion
Bemdbar 24:5

partners have agreed to share a courtyard does not mean that one of them can
build a window looking into a partner’s house.

» What is the difference between the loss of privacy in a courtyard vs. a loss of
privacy within one’s home? Why are they treated differently?
» Is online privacy more similar to a courtyard situation, or to the inside of one’s

home? How so?

The Gemara then comments on the second half of the mishnah above, regarding
the source of the prohibition against building an entrance or window that looks
into another person’s home.

QURCE #4 0]

.ONIM3ANX332°933 7050 Talmud Bavli Bava Batra 60a

M 7327 0K PR N From where do we derive this? Rabbi
X Y73 XYM X KT
19w HXIEY DX X 1Y
PRY D XD 7R 1R3wh
M MY pahan oo wnns
mrwmY 1997 KT 0K

nrow oy

Yohanan says that the verse states:
“And Bilaam" lifted up his eyes, and he
saw Israel dwelling tribe by tribe; [and
the spirit of God came upon him.]”
(Bemidbar 24:2). What did he see? He
saw that the entrances of the Israelites’
tents were not aligned with each other.
He said: these people are worthy of

having the Divine Presence rest on them.

According to this understanding of the verse in Bemidbar, Bilaam was inspired
by the fact that the tents of Benei Yisrael were not aligned. This layout of the
tents ensured that everyone’s privacy was protected. For this reason, Bilaam
specifically mentions the tents of the Benei Yisrael in his blessing a few verses
later: “How good are your tents, Jacob.”” (Bemidbar 24:5)

» Why do you think that Bilaam was surprised to see the tents of Benei Yisrael
arranged this way?

» What can we learn about hezek re’iyah from the fact the Talmud cites this verse
as its source?
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UNIT 1| Privacy as a Divine and Human Value

©Rashbam Moving on, the Talmud addresses the conclusion of the mishnah, that this
E:m;?'gl:;l/es restriction on building windows or entrances does not apply when it is facing the
C1085-c. public domain.

1158) published
commentaries
on Torah and OURCE #5 @
Talmud that are
focused on pshat
(the contextual
meaning of the

.0 XN X33 933 Tnbn Talmud Bavli Bava Batra 60a

text). He is the mW’j’? X7 00is ‘7;5 But one may build an entrance opposite
ﬁra'::.ison of nns 33 nNs 0370 another entrance or toward the public
as I. v e : - R
> public domain nya Xg qio qio k) KT domain: Because [the person building

See Arukh 072777 MY *)an YIDYN the entrance can] say to the other
HaShulhan Orah

Hayyim 150:7 for person]: “ultimately, you must conceal

an application yourself from the people of the public
of this principle. . »

The Arukh domain.

HaShulhan

writes that it is
permissible for
an individual to The Rashbam® explains this line as follows:
build windows
focing the QURCE #6 [0
courtyard of the
synagogue since
itis a gathering 2P o0MDs by 073w Rashbam on Pesahim 112a
place for the

.cfot:munit’?/. B:t nns 777 70033 PR Since people can see into your home
if the courtyar .5

is sometimes o'bnR O0D AN Man through the entrance, and people riding
used for private "MIN5M TIN3 PR horses and camels can see into the
functions, then it .
is not permissible windows.
to do so.

Since the homeowner already needed to take into account that passersby from
the street were able to look into their home, it is permissible for someone else to
build an entrance facing their house. This new entrance doesn’t actually make a
difference, since their home was already viewable from the public domain.”

» Can this principle be applied to our online activity? What should be considered
in view of the “public domain” on a social media app?

» Should it make a difference if something was only intended to be shared with
one’s friends, as opposed to being shared publicly?
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UNIT 1| Privacy as a Divine and Human Value

© Rambam
Rambam
(Maimonides)
isan acronym
for Rabbi Moshe
ben Maimon,
who lived in
Spain and Egypt
(1135-1204). His
most significant
work is the
Mishneh Torah, a
comprehensive
codification of
Jewish law from
the Talmud.
In addition,
Rambam wrote a
commentary on
the Mishnah and
philosophical
works, such as
The Guide of the
Perplexed.

This prohibition against building a window overlooking another person’s
courtyard is recorded in the major codes of halakhah. For example, this is how
the Rambam® records it.

QURCE #7 [0]

41NN MYn Mishneh Torah,
Aa0ow M3 Neighbors 7:5

¥ 1on mRek Xaw R If a person builds a window, whether
1oR P2 A R 3 I a large window or a small window,

Tltgd? ! ﬂ'?yd? "3 mop overlooking a courtyard belonging to a
MY 9 aovn N Hya neighbor, that partner may prevent them
qx) MmxI2 b Taasa 0 from doing so, for they can tell the owner

VR iR XY e by of the window: “You will be damaging
1M 51?‘?3 me by looking at me.” Even if the
window is located high on the wall, [the
neighbor may protest, saying:] “You can

climb up on a ladder and look at me.”

» What exactly is the “damage” that occurs when someone builds a window
overlooking a neighbor’s home?

» Can the ability to be looked at be considered a form of damage, even if the
person is not actually looked at? Why or why not?

» Can the case of the high window be applied to digital privacy for users of a
social media app? If so, how?

11l. WHAT TYPE OF HARM IS HEZEK RE’IYAH?

We have seen several texts that describe the prohibition against looking into
another person’s home—or even having the ability to look into another person’s
home. But why? What are the reasons that halakhah treats hezek re’iyah with such
severity?
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https://www.sefaria.org/Mishneh_Torah,_Neighbors.7.5

UNIT 1| Privacy as a Divine and Human Value

© Ramban The Ramban explains three reasons that hezek re’iyah should be considered an
Rabbi Moshe actual form of damage to another person.
ben Nahman
(1194-1270),
also known as OURCE #8 @
Nahmanides,
lived in Spain ” o
and Israel. He 1 AT YTn Ramban® on

wrote influential JDIXINANXIAD Bava Batra 59a
commentaries

on the Torah and
Talmud. Ramban

"I TN PYa v 5 Certainly hezek re’iyah is a form of

also defended Y D1WWN K KT DTXI DX personal damage, whether due to “evil
the Jewish XY 3 KIS DWwn X eye,” harmful language, or modesty...
people during
the Disputation LGXIY 01 X
of Barcelona.
o evil eye
The exact
meaning of "evil » How do you understand how each of these three concepts apply to hezek
eye" is subject to re’iyah? What does it mean for hezek re’iyah to result in the evil eye, harmful

a wide-ranging

speech, or [violations of] modesty?
debate. In some

contexts, evil » Which of these concerns about hezek re’iyah, if any, can also be applied to

eye appears to digital contexts, such as a social media app? How so?

be connected

to the arousing The final source in this section is from the Arokh HaShulhan, who further explains

of jealousy. For
example, see
Talmud Bavli

Pesahim 50b, QURCE #9 [0]

Bava Batra 2b.

the concerns mentioned by the Ramban above.

]n"nwn MW Arokh HaShulhan,
Tp vswn NN Hoshen Mishpat, 154

nY 1KY PraT 5o 'The law is that ezek re’iyah is considered
PTOPN 0K 13 17T i damage, since most people are particular
DTWYNn1 0°0an 0INKYD about other people looking at their
YT ONaXORI oYW RwNa behavior, activities, and work, since
DMK NPT v Y an evil eye has power through other
MaXHD 13771 w1 T people’s gaze... Furthermore, there are
NNY 0¥ DY many forms of activity and work that
MIWYRYNN BVIAN IMNY require modesty, and if another person
is watching, it prevents the person from

doing them.
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UNIT 1| Privacy as a Divine and Human Value

The Arokh HaShulhan clarifies the forms of damage mentioned by the Ramban. In addition to the
concern about “evil eye,” he mentions a more down-to-earth concern: that people are unable to make
full use of their house if another person is watching them. One of the ways that hezek re’iyah can be
harmful is by preventing a person from making full use of what belongs to them.

» Based on this explanation of the damage caused by hezek re’iyah, would you say it is relevant to
the circumstances of our case, or does this type of damage only apply to the ability to look into a
person’s actual home?

O Take astepback ©

Throughout this section, we have seen how our rabbis employed the idea of hezek re’iyah to
ensure that people had privacy within their homes. In what ways is this principle relevant to
our case? Can the privacy advocates make a claim that iSocial is violating the laws of hezek
re’iyah? Does it depend on the type of data that they are collecting? Why or why not?
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UNIT 2

Privacy and Local Customs

O Meiri
Rabbi Menahem
ben Shlomo
Meiri (1249-1315)
was a leading
rabbinic figure
in Catalonia, and
published the
Beit HaBehira
commentary on
the Talmud.

o damage
Although
eavesdropping
may not be
considered a
form of visual
damage, there
are other
potential
concerns with
eavesdropping
that will be
explored later in
the sourcebook.

The previous unit examined the category of hezek re’iyah as one of the central
ways that our rabbis strengthened privacy rights. We’ll continue this discussion by
exploring the following question—to what extent are the halakhot around privacy
dependent on the cultural norms of a given place? Can a person choose to forgo
their privacy and allow their neighbor to look into their home? Reflecting on these
questions may help us determine whether a person can choose to forgo their
right to privacy in other contexts, such as online.

The first source deals with whether eavesdropping should be considered a form
of damage similar to hezek re’iyah. While many passages in the Talmud address
visual damage, it makes no mention of the idea that eavesdropping can be
considered a parallel form of damage. But why not? One explanation is offered
below.

1. DOES EAVESDROPPING CAUSE DAMAGE?

OQURCE #10 O]

LA N3 NX3AI TN Meiri“ on Bava Batra 2a

MDY Prd e xRy We are not concerned with “listening
own D2 Mpme 571 5o
MpT IR XY XY
DX "3 DNDW 1Y

07 07373 0 speak.

damage” at all, since sound travels due
to the thinness of walls. Because of this,

most people are careful with how they

The Meiri explains that most people are sensitive to the ways that their voices
carry through walls. Therefore, we can presume that they would have spoken
more softly if they did not want to be overheard. For this reason, the Meiri explains
that eavesdropping cannot be considered a form of damage® similar to hezek
re’iyah.

S MaiMphides~Moot Court Competition |‘Spr?irnig 2023


https://www.sefaria.org/Meiri_on_Bava_Batra.2a.6?lang=bi&with=all&lang2=en

UNIT 2 | Privacy and Local Customs

o questions » Based on this explanation, what would the Meiri say about a place where
See Bava Batra people do not assume that their voices can be heard through walls? What

59b for a passage about nowadays?
that is at the root

of this debate. » Isthere a line that can get crossed between harmlessly overhearing another
person, and when that eavesdropping can be considered a form of damage? If
so, when is that line crossed?

» Can this principle of the Meiri be applied to our case? Does it depend on
whether or not social media users are generally “careful with how they speak?”

1l. CAN PRIVACY RIGHTS BE WAIVED?

As we have seen, Hazal recognized the right not to be observable by other people
within one’s home. But what happens in a situation where a person allows

their neighbor to invade their privacy? For example, what if a person builds a
window overlooking their neighbor’s home, and the neighbor seems to give their
permission?

» Based on the sources you have studied, should a neighbor have the right to
give permission for someone else to build a window overlooking their home?

» If so, what happens if the neighbor later changes their mind? Should they be
able to force the other person to seal their window shut, even if they initially
gave their permission?

Commentators disagree about the answers to these questions.© First, we will see
the position of the Rambam.

OURCFE #11 [9]

41NN MYn Mishneh Torah,
1210250 M3%1 Neighbors 7:6

‘15_’[}1? ]T‘?U nnay 7 If a person opened a window overlooking a
Sz 15 Yo 1 courtyard belonging to a neighbor, and the
YT 93 X Y owner of the courtyard waived their right
YD) X3W 113 Imany to protest or displayed their willingness to
PRI YTIY X Ry consent—for example, if they helped them build
T XD the window, or if they knew about this [visual]
512 i) 1iona damage and did not protest—then the person
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O hazakah
A"hazakah"
is a presumed
right to a certain
privilege.

WP T2 72
onph vy

has established their right to the window. The
neighbor cannot come at a later date and force

them to close it.

» Why do you think the Rambam holds that one can lose their right to protest
the window overlooking their property?

» Inwhat ways is this case applicable to users of social media apps? Do app
users have a similar level of awareness that their privacy is being invaded as
the neighbor in this case? Does it matter?

Some commentators disagree with the Rambam and argue that the neighbor
never loses the right to insist that the window be removed. For example, the
Ramban holds that waiving one’s right to privacy is fundamentally different from
other monetary matters where one is allowed to forgo their rights. He considers
hezek re’iyah as a type of personal damage. We have already seen one excerpt
from this passage (source 8), now we will see the context in which the Ramban
makes this claim.

QURCE #12 [O]

X312 Xaa77anm e Trn
RUp

Ramban on Bava Batra 59a

We only say that a person can establish

XN P13 AP nK X5 a hazakah” when it comes to monetary

XI0p Hax ..nn pna
MYy XY KD 173
DY X D12 WY P
12w 51 P K L
DX P XA P

PY DWn X K1 DX
K2 X' DN "X 1Y
XYY DN X

17 o0 AR YT N T
ST

damages... but where a person creates
smoke or makes an outhouse [near a
person’s home], where the damage affects
the person and causes pain, they can never
establish the right to continue doing so...
and certainly hezek re’iyah is also a form of
personal damage, whether due to evil eye,

harmful language, or modesty.

Furthermore, who can determine how much

they are forgoing [before the window is

actually built]?
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MOX XTI 1D P brn T T Moreover, even if the damaged party waives this
12 Hanpr X1 WP’TTIL) P’TTJ\? X1 right, it is certainly forbidden to cause hezek
55 Ty g=b! b 1 oTX X v TH re’iyah by staring at them intentionally. It is
Mo K U by oy novvya ori impossible for a person to stand with their eyes
970 KO 9K '[31]71'1 oo closed for the entire day, so we are forced to say:

close the window, so you do not sin.

The Ramban is of the opinion that the homeowner cannot have a window overlooking his neighbor’s
home, even if that neighbor initially gave them permission. He bases this opinion on three arguments.

1. Hezek re’iyahis not like monetary damage where the damaged party has the ability to forgo their
rights to a claim. Hezek re’iyah is a type of personal damage where another person cannot establish
a hazakah.

2. There are certain types of damages where a person can estimate in advance how much it will cost
them. But privacy is different—it is impossible to determine what the hezek re’iyah will be until after
the window is built. Therefore, the neighbor can claim that they did not realize how much damage
the window would cause them.

3. Hezek re’iyah is not just a monetary matter, but a halakhic prohibition. Therefore, the neighbor’s
permission only goes so far. Regardless of whether the neighbor consents or not, it is forbidden for
the owner of the window to look into their neighbor’s home.

» Why do you think the Ramban is of the opinion that a person cannot determine in advance how
much damage their loss of privacy will cause? Do you agree with this claim?

» Can this principle that the damages cannot be known in advance be applied to other contexts where
one’s privacy is violated? Could one say the same about social media users in our case?

» If the Ramban is correct to describe hezek re’iyah as a halakhic prohibition and not just a monetary
matter, would that impact what types of personal data can be collected by social media apps? Why
or why not?
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o Shulhan Arukh The Shulhan Arukhe rules like the Rambam (and against the Ramban) that one
Authored by can establish the right to keep the window. However, the Rema© clarifies that

(R;ZZE_I:;E; Ktir: even according to this position it is still forbidden to actually look through the

Shulhan Arukh window.
remains the most
widely accepted

compilation of OURCE #13 @

halakhah. Itis

often the first

source t[‘taz iRl ]n‘vww LY X”n7 Rema on Shulhan Arukh,

IS consulte

when delving 1:7Ip AR N Hoshen Mishpat 154:7

into a halakhic

question. i Y 17nb ox Even according to the opinion that one
©Rema x5T om S oh can establish the right [to keep a window

Rabbi Moses

lsserles MDY xnT Sya 5oy overlooking a neighbor’s house], it is only

(1530-1572), 12 MY regarding the window itself that the neighbor

also known

as the Rema, cannot force the person to seal the window, or

was a halakhic to protest it'

authority in

Krakow. He i .. . .

mrzsto \\/,vvell i;‘;wn TnYY MoX X1 5ax But it is forbidden to stand by the window

for his comments %M KT p‘?ﬁ: and look into the courtyard of their neighbor,

the Shulh 5. .

Z:ukhe, Whl:cﬂan P X5 73 1773 so that they do not cause hezek re’iyah. This

have had a great KIDK 113 N3 matter is a prohibition and one cannot

influence on the 9 N K9 T ) establish the right to do so, and the neighbor

Ashkenazi Jewish ' X AV X & ) &

community to ~¥mi1 Spa 5o o i can protest this.

this day.

P allatab

The Rema explains that even according to positions like the Rambam that you
can establish the right to have the window, it is certainly forbidden to invade the
neighbor’s privacy by looking into their home.

» Is this the only way to understand the Rambam’s position? Why or why not?

» Can this ruling be applied to the conflict in our case? What would be the
equivalent of the social media app being allowed to build a window, but not
being allowed to stare into a person’s home?
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o Rashba
Rabbi Shlomo
ben Avraham
ibn Aderet (1235
-1310) lived in
Bareclona and
was a leader of
Spanish Jewry.
In addition
to publishing
important
commentaries,
he also published
many hundreds
of responses
to halakhic
questions posed
to him. He was
a student of
Ramban and
Rabbeinu Yonah
(who will be cited
in the upcoming
section).

11l. WHAT IF PEOPLE DON’T CARE?
Our final section regarding hezek re’iyah addresses how to relate to thisidea in

a place where people are comfortable with windows or entrances that face their
home.

QURCE #14

NI D 2 phn X7awn nMw Responsa of Rashba, 2:268

by 555 1oprh xhw uim ox If the people are accustomed
MYm 0N Hyw KT e
70 1KY KT MDA 30
XOX TR i pxw

NX 175 XYY DTRY Manna
WX YK DA b Y
Hxwr 5w 17 prsh xwn
DT MYn¥a 1Y KW

X177 DX On v phnor

not to be concerned at all about
hezek re’iyah for their houses and
courtyards, this custom is mistaken
and should not be considered a
legitimate custom. For a person can
only choose to forgo a monetary
claim, but a person cannot remove
the restrictions of Israel and behave
immodestly, which causes the Divine

Presence to depart from Israel.

Similar to the Ramban above, the Rashba writes that we do not have the right to
forgo our privacy, since it’s not just about our preferences. It’s also a moral issue
about what it means to live modestly.

» Can this principle be applied to the realities of social media use today? For
example, should social media apps be allowed to collect and share personal
data from their users as long as the users consent to it? Why or why not?

The Rashba (and the Ramban) explained that one of the factors that must be
considered is modesty (tzni’ut). This raises the prospect that it’s not just a
matter of it being prohibited for a person to cause hezek re’iyah, but that it
might be inappropriate for the neighbor to allow themselves to be seen inside
their home. What exactly is modesty, and where does this obligation to behave
modestly come from? One source is the verse below.
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QURCE #15

nman

WA -y j3to-Tn 0T 17 T
,TO NATX) IR MWY-OX *3 70N
SPRONTOY 027 Yy

Mikhah 6:8

God has told humanity what is good, and what is
demanded of you—to do justice, to love kindness,
and to walk modestly with your God.

» Are there any clues from this verse about what it means to walk modestly? Does it have any bearing

on our case?

» Can asocial user choose to reveal as much information about themselves as they please, or does
this conflict with the value of modesty? How do you determine where to draw the line?

o Takeastepback o

Is hezek re’iyah a fixed and limited halakhah, or does it have relevance for discourse around
digital privacy? What can we extrapolate from the laws of hezek re’iyah onto our case?
Furthermore, what insights for our present reality can we glean from the debate about
whether a person can forgo their right to be protected from hezek re’iyah?
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Rekhilut, Confidentiality, and Revealing Secrets

In the previous section, we explored whether eavesdropping could be understood as a similar form

of damage to hezek re’iyah (visual damage). But even if one takes the position that it is not a form of
damage, there are other significant halakhic concerns with hearing or sharing information about other
people.

In this section we will explore these concerns through the prohibition of m1'7'17 (rekhilut, talebearing).
We will investigate what the parameters of this prohibition are, and if they have relevance for the way

that iSocial collects and shares the data of its users.

The source of rekhilut is a biblical verse, which is where our investigation will begin.

|. WHAT IS REKHILUT?

QURCEF #16 [0
m-10:0° XIPN Vayikra 19:15-18
x5 TRYa L)’:)j j‘?}j'N*?lG Do not go as a talebearer among your people; do not
IO IV o7-5y YN stand by the blood of your fellow: I am God. "You shall
];;‘?3 TRTNN N;\'g;}_‘\'b{‘?” not hate your brother in your heart. You shall surely
'N"?] TORYTANK MR 02 rebuke your kinsman, and you shall not bear a sin because
D'pﬂ'b("?ls :XLM 1"1?}] XD of them. ¥You shall not take vengeance, and you shall
nanx) Jay Catnx W'ZDD'NB] not bear a grudge against your people. You shall love your
R IRA I\ Y hlak) j[;gjl? neighbor as yourself: I am God.

» Are there any textual clues in this passage that shed light on how to understand the prohibition of
rekhilut?

» What is the relationship between the two clauses of verse 16 (the prohibition of rekhilut and the
prohibition not to stand by the blood of one’s fellow)?
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o Talmud The Talmud Yerushalmi understands the prohibition of rekhilut based on its

Yerushalmi closeness to the word for “peddler.”
Compiled in

northern Israel,
the Talmud
Yerushalmi is an
elucidation of
the Mishnah, like
the Babylonian
Talmud. It

is generally
considered less
authoritative
than the
Babylonian
Talmud.

QURCE #17 [B]

X:X [N 'Y Tinbn Talmud Yerushalmi® Peah 1:1

XN X5 M 27 7
S 227 pyvn M 52103
MY 5w vy m

Rabbi Nehemiah taught: do not be like a
peddler (rokhel) who carries things from

one person to another and vice versa.

» Based on this explanation, what is the prohibition of rekhilut?
» Would this prohibition of rekhilut apply to iSocial’s ability to collect or sell the
data of its users? Why or why not?

In the following text, the Rambam draws a connection between the two mitzvot
in verse 16: rekhilut and “do not stand by the blood of your fellow.” He then
describes a typical case of rekhilut and related prohibitions.

OQURCF #18 O]

Maimonides Moot Court Competition | Spring 2024

,AMN mwn
3-X:1 My Mabn

2% am2 ST

xH” v meyn K53
DY 9x) Y3 737 7on
M 137 Y PP XY 8
3172 TR X DI i
72% Sx7wn miaa nives
07 5 Toyn X9 1% 700
b

wivy m 597 % 2

Mishneh Torah,
Human Dispositions 7:1-2

1. One who shares gossip about another
person violates a negative commandment,
as it is written: “Do not go as a talebearer
among your people.” Although the
punishment of lashes is not inflicted for
violating this prohibition, it is a grave

sin, and is the cause of many deaths from
Israel. For this reason it is written adjacent
to: “Do not stand by the blood of your

fellow.”

2. Who is a violator of rekhilur? One who
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O Hafetz Hayyim
Written by Rabbi
Yisrael Meir
Kagan (Belarus,
1838 -1933),
Hafetz Hayyim
(literally: “one
who desires
life”) is viewed
authoritatively
on matters of
proper speech.
Its title comes
from a verse
in the book of
Psalms: “Who
is the one who
desires life, who
loves days to see
goodness? Guard
your tongue from
evil and your lips
from speaking
deceitfully”
(Psalm 34:13-14).
In addition to
this work, the
Hafetz Hayyim
published
enduring works
on halakhah,
including his
Mishnah Berurah
commentary
on the Shulhan
Arukh.

MY mn T?TFI] 0727 makes claims, and goes from this person to
791 72 "398 Iy 72 Ny that person, saying, “So-and-so said this,
) ]7}_7 qx .’JT‘?@ 17}_7 YRy and I heard that from so-and-so.” Even
2012 711 70 DX XKW though it is true, this is destructive for the

01 Ny world.

IXR TV R 171"13 W There is an even worse transgression which
X 71 K 923 K is included in this prohibition, and that
190R XM YT W is Jashon hara, one who spreads disgrace

) 17}_7 ax 1130 M3 about someone else, even by telling the
IR DK K iKY truth. If they are lying, that is called morzi

¥ DWW XX XIPI P shem ra. One who speaks lashon hara is one
Y Sya bax dhan by who sits and says, “So-and-so did this,
72 NXK) 2V 11 VAT and his parents were such-and-such and I
1773 72 ihs Yy 712 heard this about them,” and says words of
nyRw 79) T Ay disgrace.
K2 DY 0137 ) oY

» Why do you think the prohibition of gossip is regarded with such severity?

» Why is this type of speech destructive whether the gossip is true or false?

Many centuries later, the Hafetz Hayyim® built upon this description of rekhilut
when articulating his own definition.

SOURCE #19 [3]

MY P‘?ﬂ , 01 yan Hafetz Hayyim,
x555,m»371 ek maY Rekhilut, Principle 1:2

0727 ivy My 2227 Who is a violator of rekhilut? One who
NK 72 NI ':]1?1.1] .‘I}b mn makes claims, and goes from one person
239 7% Moy 72,79y s to another, saying, “So-and-so said this
MOYY 1Y Ny 19172 about you,” or “this is what so-and-so did
ax 5 niwyh Ay i 79 to you,” or “T heard about someone who
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o Halakhot
Ketanot L. . 17 . . 9 «
A collection X 727 NIXY 7 7Y did this to you,” or “[so-and-so] wants to do
of rzspogsba ax ,790nY M by ma this to you.” Even if the thing being discussed
authored by . . .
Rabbi Ya'akov 1‘?&],17;1'1[1 327 ’9'? is not derogatory about the person, and even if
Hagi§ (1(;2(1)—kh L Ayya 1 phxiw v the person themselves would have shared the
1674), a halakhic
authority born in PR 9727 29 oy same thing [had they been asked about it]...
Morocco. Rabbi nonetheless it is rekhilut.
Hagizwas a
fierce opponent

of Sabbatai Zevi,
who claimed to

be the Messiah. » Why do you think speech can be considered rekhilut according to the Hafetz

Hayyim even if the person would have willingly shared this information about
themselves?

» Does this definition affect whether rekhilut should be a concern for social
media apps that collect or use their users’ data? Why or why not?

Until now, we have seen that rekhilut is intrinsically connected to passing on
information. But what about a situation where one spies on another person,
but never shares that information with others? On the surface, that may seem
unlikely to fall under the umbrella of rekhilut based on the sources above. Yet at
least one major authority ruled otherwise.

The context of this ruling is regarding the prohibition against reading the mail of

another person without their permission, which we will explore in greater depth
in the subsequent unit.

SOURCE #20

miop Mo Ny Halakhot Ketanot,”
WIAIDXPON 1:276

wpab MoK ww X1y It seems that to seek out and to search for
y7an Sw »minon wan: the secrets of another person is forbidden—
527950 %55 im what difference is there regarding “do not be
MYy X 0K a talebearer” whether [the secret is revealed]

to others or to themselves!

» How would Rabbi Hagiz define the prohibition of rekhilut? Why is it prohibited
even if one doesn’t pass on the information to other people?
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» Does this understanding of rekhilut affect whether or not social media apps can collect information
about their users? If so, how?

As we have begun to see, the prohibition of rekhilut may not be as clear cut as it initially seemed.
Below we will see one more text, a passage from the Talmud that limits the circumstances where the
prohibition of lashon hara applies, which may also have implications for our own case.

QURCF #21 O]

037 533 b Talmud Bavli Arakhin 16a

53 KT 37 93 137 0K Rabbah bar Rav Huna said: Any matter that was said in
XNYN 9% KIOKADT XNPN the presence of three people does not have the status of
XY KWH DN 13 N5 harmful speech. What is the reason? Since your friend has
b UK XM Than v a friend, and your friend’s friend has a friend.

M9 MK X737 773MT X7am

Rabbah bar Rav Huna teaches that if a person shares information about themselves in front of a group
of three people, one can assume that they anticipate the information will not be kept secret. As such,
it is not prohibited to pass along that information to others. The Rambam rules in accordance with
this opinion, that the speaker understands that information shared with three or more people will
eventually become known to others. (Mishneh Torah, Deiot 7:5)

» Why is information shared in front of three other people no longer considered gossip? Should there
be exceptions to this rule?

» If someone shares personal information about themselves on social media, should that information
be considered as if it was said before three people? What factors might it depend upon?
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o Rashi
Rashiis an
acronym for
Rabbi Shlomo
Yitzhaki (1040-
1105, France),
the most studied
commentator of
the Torah and
Talmud.

While the legal definition of rekhilut may have specific parameters, the following
texts highlight that one should be concerned about hearing or revealing sensitive
information about another person, even if it’s not technically rekhilut. The

first text is a passage from the Talmud that picks up on a verse describing God
speaking to Moshe.

QURCE #22 [O]

+IXPY°933 M50 Talmud Bavli Yoma 4b

M3 73 XD 137 N Rabbi Musya, grandson of Rabbi Masya,

277 FRWR X0D 377 said in the name of Rabbi Musya the Great:

Wle} 73R 137 XD From where is it derived that one who tells
b33} ANk N27 something to another person, that the person
TL) b XY TY XY should not repeat it to others unless the

N2TN RXKY — TinX speaker said to him: “Go and tell others?” As

Tpin Haxn o it is stated: “God spoke to him from the Tent
KTy, of Meeting, saying” (Vayikra 1:1).

QURCE #23 [O]

T NP Y A Rashi” on Yoma 4b

x5 Kb 5 mnbn 'The word “saying” (leimor) should be read as:
OX XOX 071377 K “don’t say” (Jo amor) these things unless you
mea b bR are given permission.

Rashi explains that the Talmud understands the word for “saying” creatively, to
imply that Moshe was not allowed to share what God said to him, unless he was
given explicit permission. This was not only a lesson for Moshe but for all people,
that we should not repeat things that people tell us without receiving their
explicit permission.

» Do you think this passage is referring to a specific type of information that
should not be repeated without permission, or is it a general guideline?
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o Sha’arei
Teshuvah
Sha’arei
Teshuvah
("The Gates of
Repentance") is
the most famous
work written
by Rabbi Yonah
ben Abraham
Gerondi, also
referred to as
Rabbeinu Yonah.
He was a Spanish
rabbi who
lived in the 13t
century.

» Would a social media app selling digital data to a third party be considered to

be repeating that information? Why or why not?

Below is another example of a text warning about passing on sensitive
information to others, even if it is done in a manner that violates rekhilut.

QURCE #24 0]

1273 72w n 1w

ToA P Apb oIXA 2m
777 1130 YHX 9P X
"33 PXY '8 5Y qx D
"D M937 172y X o
vopab pty Mo Mhaa v
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Sha’arei Teshuvah 3:225°

A person is obligated to hide a secret that

is revealed to them confidentially by their
tellow, even though there is no matter of
talebearing involved in revealing that secret.
For there is damage to the holder of the
secret by its being revealed, and it [can cause
him] to abort his plan, as it is stated, “Plans
are aborted without a secret” (Proverbs
15:22). Secondly, because revealing a secret
is a departure from the path of modesty, and
this surely violates the will of the holder of
the secret. And King Solomon said, “One
who reveals secrets is a talebearer” (Proverbs

20:19).

Rabbeinu Yonah writes that if one has private information about another person,

it’s essential to keep it secret, even if it's not technically rekhilut. This is for two
reasons: (1) If the secret gets out, it will cause harm to the person. (2) Itis a
violation of modesty to reveal information about another person, and we can
assume that people do not want their secrets to get out.

» Should this prohibition of keeping secrets extend to digital data? If so, what
type of information qualifies as “secret?”

» Can either of these two reasons cited by Rabbeinu Yonah be applied to limit
the type of data social media apps can collect or share? Why or why not?

Below, we will see one more text that highlights the extent to which a person
should be careful not to overhear speech that is not intended for them.
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O Sefer Hasidim
Sefer
Hasidim (“Book
of the Pious”) is a
foundational text
of the Hasidei
Ashkenaz,
a mystical
and ethical
movement in
the German
Rhineland during
the 12t and
13% centuries.
Sefer Hasidim
is a guide to
everyday life
and an essential
source of
information
about the lives
of German Jewry
during this
period.

QURCE #25

XD 07D 15D Sefer Hasidim #461°

nva ayma Shani Tn A person was praying at a synagogue, and
17.‘l|7|'l WK 1 N0 the leaders of the congregation were sitting
2 K 7203 Pawy together. A sage said to him, “It would
550mmh 1‘7 avw :0oM1 be better for you to pray at home, lest the
L).‘lp.‘l "WKI XQw a3 leaders of the congregation say something
D'¥17 DYXW 727 0310 that they do not want others to know
DIX yTw  about.”

Even though we would typically regard praying at a synagogue very highly, here
the individual is told that it would be better to pray at home to avoid overhearing
potentially sensitive information.

» Does this warning from the sage have relevance for iSocial? For example, must
a social media app try to be careful not to “overhear” information which is not
intended for them? How could iSocial practice this principle?

O Takeastepback ©

While we initially defined rekhilut as talebearing, we have seen how
the prohibition may in fact apply to a wider range of circumstances.
Does rekhilut have relevance to iSocial’s data collection, and if so, how
can social media apps collect data from their users in a way that does
not conflict with the idea of rekhilut? Moreover, even if collecting or
sharing data is not technically rekhilut, are there other considerations
iSocial must take into account before doing so?
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UNIT 4

The Herem of Rabbeinu Gershom

O Herem

In rabbinic liter-
ature, a "herem"
refers to a ban or
excommunica-
tion. Forits usein
biblical contexts,
see Shemot 22:19
and Joshua 6:18.

o Rabbeinu
Gershom
Rabbi Gershom
ben Yehudah (c.
960-1040) was a
leading halakhic
authority for the
Jews of Mainz, as
Ashkenazi Jewish
life became more
independent
from the Jewish
communities
in Spain and
Babylonia.

O given at Sinai
Teshuvot HaRosh
43:8[2]

o Sefer Kol Bo
The author of
Sefer Kol Bo
("All is Within")
is unknown. It is
a halakhic work
written in the 13*
or 14t century.

|. THE HEREM OF RABBEINU GERSHOM

In addition to the concerns around hezek re’iyah, rekhilut, and revealing
confidential information that we have seen in the previous units, there is
another potential halakhic issue that needs to be addressed regarding iSocial’s
data collection policies. Reading the private correspondence of another person
was explicitly forbidden by a leading 11* century halakhic authority, Rabbeinu
Gershom.”

This prohibition was included in a list of restrictions that relate to a wide range
of topics. Although there is a great deal of debate regarding the specifics of some
of these restrictions—and whether Rabbeinu Gershom is indeed the source of all
of them—they are widely regarded as halakhically binding by later generations
throughout Ashkenaz and beyond. For example, one halakhic authority went so
far as to consider these restrictions of Rabbeinu Gershom “as if they were given
at Sinai.”®

In this section, we’ll explore this particular ban of Rabbeinu Gershom and

consider whether it is applicable to the online contexts discussed in our case.
One early source of this ruling of Rabbeinu Gershom appears in Sefer Kol Bo.

QURCE #26 [0]

WP 01375790 Sefer Kol Bo #116°

an3a nmxH xhen And that one should not look at a letter sent
x%2 1anb X M to another person without their knowledge or
MW K92 INYTT permission.

» From the simple meaning of this prohibition, would it also include content
shared on social media platforms? Why or why not?

» How about private messages sent through social media apps?
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Rabbi Meir of
Rothenberg
Also referred

to as Maharam
of Rothenburg,
Rabbi Meir

ben Baruch (c.
1215-1293) was a
leading rabbinic
authority of his
generation and a
key contributor
to the Tosafot
commentary on
the Talmud. He
responded to
many hundreds
of halakhic
questions,
continuing to

do so even after
he was unjustly
imprisoned, until

the end of his life.

Rabbi Hayyim
Shabtai

Rabbi Hayyim
Shabtai
(1656-1747)
was a leader
of the Jewish
community in
Salonica, and
responded to
thousands of
questions which
came to him
from around
the world.

A similar version of this decree appears in the writing of Rabbi Meir of
Rothenberg,” a leading 13th century halakhic authority—but with one potentially
significant difference.

O]

3123010 07T NMY Responsa, Maharam of Rothenberg
99N D #1022

an331 My x5 oan
x53 117any nhww 1an
1 OXY TP 1T
amn permitted.

A ban on not seeing a letter sent from one
person to another, which is forbidden.

But if the person threw it out, then it is

» According to this version of the decree, why do you think it is permissible to
read someone else’s letter once it is thrown out?

» Should online correspondence be considered like a letter that has been
thrown out? What if a digital message was deleted—is that comparable to a
physical letter that has been thrown in the garbage? Why or why not?

Il. THE SOURCE OF THE BAN

In order to better understand whether the ban of Rabbeinu Gershom is relevant
to our case, we need to consider its rationale. Why is it forbidden to read the
correspondence of another person? Is this ban an entirely new restriction, or is it
rooted in another prohibition? If the latter, which prohibition does it fall under?

The answers to these questions are subject to debate. Let’s begin with the
first question, regarding the source of this prohibition against reading another
person’s mail. In the previous section, we explored one possibility—that the
source of this prohibition falls under the umbrella of rekhilut (Source 20).

But there are other options as well that may have ramifications for our case.
One possibility is that rather than being a form of gossip, the proper framework
for thinking about this type of case is theft. This is the position of Rabbi Hayyim
Shabtai” cited below. The context is a case where a person referred to as “Levi”
intercepted a letter from a messenger that was intended for someone else.

Maimonides Moot Court Competition | Spring 2024



https://www.sefaria.org/Teshuvot_Maharam%2C_Prague_Edition.1022.9?lang=bi&with=all&lang2=en

UNIT 4 | The Herem of Rabbeinu Gershom

1 (2D 3 Pon orn NN N

MYYY MW XADR XM 199
M 1Y yant N 0w i m
Swn wnnwnt mh mm e
7375 oK) YT *ha 1an
MM DX AYXY T3 My
101 M T XOw xwe mH

Responsa Torat Hayyim, 3:47

Seemingly, Levi did this since there was some benefit they
were gaining from doing so. It is like using something that
belongs to someone else without their knowledge, and
even for the purpose of a mitzvah this type of borrowing
is forbidden... It is like borrowing without the consent of

the owner, which is a form of theft.

According to Rabbi Shabtai, the person intercepting the letter might be gaining from it at the expense of
the intended recipient. Similar to other instances of borrowing an object without the permission of the

owner, this should be regarded as theft.

» In what ways is reading the letter of another person without their permission similar or different
from theft? Does it make a difference if the third party reads the letter before or after the intended
recipient has had a chance to read it? Why or why not?

» Consider how this framework can be applied to digital data—does a social media user own their
digital data? Can collecting or selling data be considered to be “borrowing without the consent” of
the user—and therefore a form of theft? Why or why not?

Rabbi Shabtai continues that reading a document that belongs to someone else can cause damage to
the intended recipient. Despite the fact that this type of damage might be considered to be indirect, he

writes as follows:

moYw 'nh 1707H KT 70 X
oIn Sy Aapw o o e

XY T T NTT DR
W MD P KD 1KY
Hax pobwnn Moo Wwwy oxw
SPA D 01 MoX NN
DAY 217 D MBY PaD X
DX M0 MY 27 pei o
9372 I na 1 XD DX AN
N9 D Mws %1 1A I

Nonetheless it is proper to penalize someone who acts like
this, since it violates the earlier ban. Furthermore, even
though we generally say that one is exempt from paying
for indirect damages that one causes, it is still forbidden to
cause damage. Undoubtedly, in the majority of cases that
one acts like this and reveals the secrets of another person,
it causes damage. Even if it’s not financial damage, it will
be regarding another matter, and therefore it’s proper

to build a fence [around this type of behavior] and to

penalize someone who acts like this, according to what the
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o deception
For example, see
Talmud Bavli
Hullin 94a-b

[

O Pele Yo'etz
Rabbi Eliezer
Papo (1785-1828)
was a leader of
the community
of Silistra in
Bulgaria. He is
most well known
for writing Pele
Yo'etz, an ethical
work and guide
to everyday life
first published in
Constantinople.

O Rabbi Hayyim
Palachi
Rabbi Hayyim
Palachi (1788-
1868) was the
chief rabbi of
Izmir, Turkey.
He published
more than 70
works on a wide
range of subjects
in Salonica,
Istanbul,
Jerusalem, and
Izmir.

NI TeYw Y o7 T beit din decides is warranted, and so
"85 1Y 7725 XTI 09D

KT WY DKW 7N

others will hear about it and see.

» Consider the circumstances of the case where the social media user is shown
an advertisement for a product based on the content of a direct message that
they sent. Can this be considered a form of “damage,” similar to what Rabbi
Shabtai is describing above? Why or why not?

» Are there any other ways that social media users can be considered to be
“damaged” by having their data collected or shared?

Above, Rabbi Shabtai used the principle of “borrowing without the consent of
the owner” to classify this case as theft. However, a contemporary of his, Rabbi
Eliezer Papo, used a different classification of theft to address these cases. This
category is called VT N1 (geneivat da’at, the theft of knowledge), which
usually refers to cases of deception.© Below we will see this term used to refer to
a broader range of cases.

QURCE #29 [0]

7132023 7,y x99 Pele Yo'etz,” Theft

WY NN 7203 1R W
N33 %771 K5 L0030
DR WM YA Ny
53w X171 593 .oonn
153w y1h Ynwnw
07377 ,07127 2173 AN
DXY K AT N0

There is a type of theft that many have
committed, which is geneivat da’at, and

it takes many forms. The general rule is
that trying to learn what is in the heart of
another person regarding most matters is

called geneivat da’at, and is forbidden.

» Does either category of theft—borrowing without consent, or geneivat da’at—
apply to the circumstances of our case? Why or why not?

In addition to the possibilities cited above, Rabbi Hayyim Palachi® offers another
possibility for where Rabbeinu Gershom’s ban comes from: a violation of “love
your neighbor as yourself.”
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QURCE #30

X pon 3% ppn Responsa Hikekei Lev,
LR D,AYT A Yoreh Deah #49

DYL KR MPAS 1Y W nym Now we need to determine what is the reason that
DIWN INX) OXT 11 737 377 DX Rabbeinu Gershom forbade this matter, if it is because
T3 Y N 87y 1 wn of what it is written regarding “love your neighbor as
Trayn X5 T1anb "0 VT Nn yourself "—“that which is hateful to you, do not do to

another” (Shabbat 31a).

» If we take this approach for understanding the basis of Rabbeinu Gershom’s ban, how does it affect
whether it applies to the circumstances of our case?

» Is collecting or selling digital data a violation of “that which is hateful to you do not do to another?”
Why or why not?

Now that we have a better understanding of where the ban of Rabbeinu Gershom comes from, we can
address more nuanced cases. Can the recipient of a letter pass on information contained in the letter,
even if they do not have the permission of the sender? What about a situation where it does not seem
that the sender ever desired confidentiality?

The Arokh HaShulhan addresses a case like this regarding a postcard.

QURCE #31 [0]

X2: 7w YT ﬂﬁ\’,]ﬂsﬁﬁﬂ ARy Arokh HaShulhan, Yoreh Deah 334:21

X5W 19am 2030 XY Xow One should not read the letter of another person without
PIXY P12 DX XOK 1M their permission, unless they threw it out: I am unsure
DMWY AT 7T (013 ponon nowadays, since many people send letters that are open on

T 7an Sy oomne ovanon a postcard, if it is permissible to read them, since they are
WKW 1'3,0773 X1IP5 MR DX not hidden.
MK °NDn
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» Why do you think the Arokh HaShulhan is unsure how to rule in this case?
» Based on the sources we have seen so far, should the ban of Rabbeinu Gershom apply to postcards?

» Should posts shared on social media platforms be considered similar to the case of the postcard?
What about if it wasn’t a public post, but a private message?

O  Take astep back ©

We have seen a wide range of explanations for what underlies the ban of Rabbeinu Gershom,
including rekhilut, theft, and it being a violation of “love your neighbor as yourself.” Based on
the texts you have seen, should any type of digital data be protected by Rabbeinu Gershom’s
ban? Why or why not?

Maimonides Moot Court Competition | Spring 2024




UNIT 5

Are Privacy Policies Legally Binding?

o policy
See the appendix
for contemporary
data on the
prevalence of
users reading
privacy policies.

In the previous sections, we addressed a variety of halakhic concerns with
collecting and sharing personal information. In this final unit, our focus will be
on one aspect of iSocial’s defense—that all users who have downloaded the app
have consented to their privacy policy.

As described in the case, the iSocial privacy policy is a complex 50-page legal
document. Presumably, most users accept the policy without skimming through
the document, let alone carefully reading the entire policy.”

What is the legal standing of a contract where one of the signatories does not
fully understand what they are committing to? Are they held responsible for
agreeing to the contract, or is the agreement null and void because of the
misunderstanding? Before taking a look at the sources below, which position
makes more sense intuitively to you?

1. 1S IGNORANCE A LEGAL DEFENSE?

The first passage we will see deals with a divorce case where the husband was
obligated in the ketubah (marriage contract) to provide his former wife with

a designated sum of money when the marriage ended. However, he was an
uneducated person and claims that he did not understand the terms of the
ketubah at the time that he agreed to it.

QURCE #32

X”awan N Responsa, Rashba
LITIN RD K PO 1:829

X DY A Hxw) A question regarding an uneducated
WMWK DX W5 KW person who came to divorce his wife, and
o PIDW 17 1135 10K they told him to pay the amount listed
=h x5w K1 NN in her ketubah. He said that he did not
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13 X1 2N0M A3 T KIpwD understand when the ketubah was read aloud by the
"37 3777 °9 X 19K 73 TN OXIT cantor, and he did not understand the conditions
1 xn that he agreed to. It is said when they asked Rabbi
Meir, he replied that we listen to him.

According to the position of Rabbi Meir, we accept the claim of the husband. However, the Rashba
himself seems to reject this position, saying that if we accept this type of argument, there would be
no limit to the number of people who could make this type of claim. Here is how he puts it regarding a

similar case.
QURCE #33
N7 71 pon x7awan n”w Responsa, Rashba 5:228
by pan x5w g2 pow o o) Regarding what Reuven claimed, that he did not
XLV D 5 ,AMMNY TN understand the terms that he obligated himself to
by omn oy prw 5 Py or swore about, we do not listen to him. Because
DUIVA M L0 IMaT XOw o witnesses don't sign unless the matter was explained,
X 1D X NN DXW ANwnon and therefore the signature of the witnesses
LY TR 931 0wa 2vnnn o contradicts his claim [that he did not understand the
177372 PX T T 3T 910 40 terms]. For if you would accept this type of claim,
T 9272 N XA X010 there would not be anyone who would be obligated
as the result of a contract, since everyone would
make this claim. Ultimately, this type of claim is
meaningless, and there is no need to say more about
this.

Contrary to the position of Rabbi Meir is a simple argument—it is not tenable to have a legal system
where any litigant can claim that they did not understand the terms of a contract, and then not be held
responsible for what they committed to.

» Could there be a middle ground between these positions? If so, what could that position be?
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© Beit Yosef Rabbi Yosef Karo in the Beit Yosef® (Even Ha’Ezer 66:18) continues in this vein, and
CBE:]:E‘:;Z:S?VQ this comes up also in Rabbi Karo’s Shulhan Arukh, where he rules very explicitly
that claiming not to understand the terms of a contract is not a legitimate legal

commentary
on the Arba'ah defense.
Turim and is
a precursor to
Rabbi Yosef OURCE #34 9]
Karo's most
influential text, 5
the Shulhan fl’"l’ ]ﬂ w ShulhanArukh,
Arukh. bEalaRetl~F oaly Hoshen Mishpat 45:3
WM 1T ONNa AR If a person signed a contract, but the
T2 737 o7 Y oia contract was in a foreign style, and it is
wn Amaph YT K clear that the person is unable to read it,
WP XOW Ty onme oy and there are witnesses that the person
mn 533 K17 37 Nnn n7n did not read it, nonetheless the person
13 20w still obligates themselves with whatever is

written in it.

» Why do you think a person is obligated to keep a commitment even if they
don't understand what’s written in the contract?

» Do you think the Shulhan Arukh obligates the person to follow through the
terms of his contract since we don’t believe him that he didn’t understand the
terms? Or is it that we do believe him that he didn’t understand the contract,
but it doesn’t make a legal difference since he signed it?

The Rema, commenting on a different passage in the Shulhan Arukh, also
discusses whether itis an acceptable defense for a person to claim that they
did not understand the terms of a contract. Similar to the first case we saw, he
is commenting on a case where a husband and a wife are divorcing, and the
husband claims that he did not understand the terms for the divorce that were
listed in their prenuptial agreement.
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QURCE #35 []

W
2D NPT AN

IR WY K3 pINT DY
MY 0 1At Xow 27nx
'K 7121193 1% DX 213
WAM KD DY OXTIT (KD
FoMn 1793 17 XY o
o by

Rema on Shulhan Arukh,
Even Ha’Ezer 66:13

An uneducated person who comes to get a divorce, and
says afterwards that he did not understand what was
written in the prenuptial agreement or in the ketubah, is
not believed, since we can be certain that witnesses would
not have signed these documents unless they first testified

about its content in front of him.

The Rema rules that it’s not a legitimate defense to claim that you did not know the contents of a
contract. However, his reasoning seems essential to his ruling—it’s based on the assumption that we
reject the husband’s claim that he did not know what was in the marriage contract. After all, we can
assume that the witnesses would have read it to him to ensure he was aware of its contents before they

signed it.

» What do you think the Rema would rule in a case where we could not assume that the contract
would have been read to the person? Would that affect whether or not a person could make the
claim that they did not know what was in the contract? Why or why not?

» Returning to the circumstances of our case, would it be acceptable for an iSocial user to claim that
they did not know what was in the iSocial privacy policy that they agreed to?

In the next text, the Arokh HaShulhan also adopts the position that claiming “l was unaware” is not
a legitimate claim. However, he also claims that there is an exception to this rule which may have

implications for our case.

QURCE #36 [T

T Y
Ml LAWY PN

v Sy omme 737 Sya
Mab X 737 DA YR 3NN

Arokh HaShulhan,
Hoshen Mishpat 45:5

A litigant who signs a document to obligate

themselves for something, or to release their
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DM 978K 737 DIWR 1730 NX colleague from something, even if they signed the
oK1 oW NX Xap X9W3 YK document without reading it, and even if we know
NNow M 593 I K T that they had no idea what was written in the
]11017:1 LW 2N3) 170K w3 document, and even if it was written in a foreign
VI KY M2 73T DI language and it’s clear they could not read it or
070 555 b pan w1 mpb understand the language at all, nonetheless the
13 2IN3w 710 933 X 27N person obligated themselves to everything they have
XY 01 MRS W KW 13 written since they were not concerned about reading
M KT 0NK DY Mok by it and instead relied on the trustworthiness of others,
anoyw mn 51 3N nyTa and made up their mind to obligate themselves to
-..Ov everything written there...
WIPY 0Ty @ DX IYT Nonetheless, it appears to me that if the witnesses
A2 MK M WY 1355 tricked them, such as by reading before him that it
Ww3 Ky M 12e) wapw was “100” and in the document it actually said “200,”
MDo T0WT ..M XY DTAND or similarly... then it is an invalid document, since we
x5 X1 XDYL N3 1T K go after the reasoning that the person did not obligate
NOW I 5y MY Tapnes themselves on what was written in the document.
w2

On the one hand, the Arokh HaShulhan begins by ruling in the same manner as the previous sources—
that a person can be held responsible for the contents of a contract that they did not understand.
However, the Arokh HaShulhan makes a critical distinction between this type of case and a situation
where the individual was purposely misled. In the latter case, the contract is invalid and the person is
not held responsible for its contents.

» What’s the difference between the two cases—why is a person held responsible in the first type of
case, but not where he was misled by the witnesses?

» Which case is more similar to the circumstances of a social media user who agrees to a complex
privacy policy without reading it? Can the user make a claim that they were misled about the
content of the privacy policy? Why or why not?

In the final source, we will refer back to Rabbi Meir’s position that we saw at the beginning of this unit—
that we do accept the claim of a person who says that they didn’t understand the terms of the ketubah.
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o Kenesset However, according to the Kenesset HaGedolah, even according to this position
HaGedolah there is a limit to when a person can claim they didn’t understand the terms.
Rabbi Hayyim
Benveniste . . . X . Lo .
(1603-1673) was This explanation emerges from his attempt to clarify a seeming contradiction in
a prominent the positions of the Rashba. On the one hand, the Rashba rejects Rabbi Meir’s
ra':ﬁ'”'_i _ position (source 33) and holds that one cannot claim that they were unaware
.T_Erk:;' z;n of what they committed to. But elsewhere, he does seem to accept this claim
is most well regarding a woman’s claim about the details of her ketubah.
known for his
commentary
on the Shulhan SOURCE #37
Arukh.

aDY N*a M |-|171'|J|-| nbads Kenesset HaGedolah,o

2P 2D baYn YN Hoshen Mishpat #147

1RDT NI IRYT "5 N It seems to me there is a difference
210 Py KT 073N regarding where the person claims
x5 0V XN ,0XINM that they did not understand the
57y KY OX W 5y mnn primary matter in the contract, and
2»nnnn presumably the witness would not

have signed the document unless he

had instructed them to do so.

WIS X T 12wna bax But in this case, the claim is not
XYX D'XINM 21T RITAs"e! about the primary matter, but about
IRmY KK X131, 0703 the margins of the contract, and
X¥1'21 721 1w Xow regarding this she can claim that
K 07275 she did not understand the terms.

In other words, the Kenesset HaGedolah explains that there is an important
distinction between claiming that you were unaware of certain details within a
contract, as opposed to claiming that you did not understand the most essential
elements of it. While you are unable to claim the latter, there is more leeway in
being able to make a claim about not being aware of a contract’s minor points.

» Is this distinction relevant to the circumstances of our case? Are iSocial’s users
more similar to the case where the person fails to understand the primary
matter in their contract, or to the person who was unaware of some of the
contract’s details?
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O  Take astep back ©

Every iSocial user has agreed to the privacy policy before using the app. Based on the
sources we have seen in this section, can a user claim that they did not understand the terms
that they agreed to? Does the fact that all users have consented to the privacy policy give
iSocial the right to collect and share user data, even if they are well aware that most users
don’t read through the full privacy policy?
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Appendix: Contemporary Perspectives

The resources below are intended to broaden your understanding of the case. The first section consists
of public opinion polling data, while the second section is a compilation of relevant news articles,
opinion pieces, and academic research. These resources are provided for your enrichment, though you
are not required to integrate them into your arguments.

1. Americans and Privacy: Concerned, Confused and Feeling Lack of Control Over Their
Personal Information
Pew Research | Nov. 15,2019

Below are some of the key findings from a Pew Research Center report on digital privacy.

. 85% of American adults are concerned with the amount of information that social media sites
know about them.

«  T2% think that all or most of what they do online is tracked by companies.
+  81% say that they have little or no control over the data that companies collect about them.

«  T72% of adults say they personally benefit very little or none from company data collection
about them. (5% say they benefit a great deal.)

«  97% say they have ever been asked to approve privacy policies, yet only about one-in-five
adults overall say they always (9%) or often (13%) read a company’s privacy policy before
agreeing to it.

+  Among adults who say they ever read privacy policies before agreeing to their terms and
conditions, only a minority (22%) say they read them all the way through before agreeing to
their terms and conditions.

2. Americans Have Little Trust In Online Security
Associated Press-NORC Center for Public Affairs Research | Sept. 16, 2021

This AP-NORC/MeriTalk poll found that about two-thirds of Americans say personal information
stored online, such as social media activity or physical location, isn’t secure. One in two Americans
say the same about text messages.

Not Secure Somewhat Secure Very Secure
Social media activity 64% 22% 8%
Physical location 63% 26% 8%
Private text conversations 50% 37% 9%
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Israeli Public’s Feelings and Attitudes Toward Invasion of Privacy
Israel Internet Association | 2022

Digital privacy is a growing concern around the world .Here are key findings of a study
conducted by the Israel Internet Association.("7N7w1 VITUI'N TIA'N)

85% of the public wants to be informed about how commercial companies use their personal
information.

82% want to know what information companies collect about them beyond the data they
upload themselves.

66% say that the collection and use of personal information by social networks concerns them.
58% say that targeted or customized advertising concerns them.

Respondents aged 18-22 expressed the least concern with a lack of control over how their
personal information is collected online (50%), compared to 62% among other age groups and

71-73% among people aged 50+.
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